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Exxon Mobil Corporation’s end-of-year victo-
ry in a sanctions case before a federal court 
in Texas just might empower others in the 

regulated community to challenge the imposition of 
fines for alleged violations of sanctions regulations, 
some industry observers say.

On Dec. 31, 2019, the U.S. District Court for the 
Northern District of Texas agreed with the energy 
company that a $2 million fine imposed by the Of-

fice of Foreign Assets Control (OFAC) for allegedly vio-
lating Ukraine-related sanctions regulations should 
not stand.

“Victories like Exxon’s are relatively rare, first be-
cause OFAC settles most of its enforcement matters 
without issuing a formal penalty, and second because 
courts usually give OFAC a high level of deference in 
interpreting its regulations, even in the penalty con-
text,” observed Matthew Tuchband, counsel at the law 

Will ExxonMobil sanctions 
victory mean pushback?

ExxonMobil’s victory in a sanctions case before a federal court might 
empower others to challenge the imposition of fines for alleged 

violations of sanctions regulations. Lori Tripoli has more.
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firm Arent Fox. “But a company that finds itself sub-
ject to or under the threat of an OFAC penalty may, 
and probably should, feel empowered by the Exxon 
decision to consider in greater depth whether they 
have been given fair notice that their actions were 
prohibited,” continued Tuchband, who previously 
served for 15 years as the deputy chief counsel for 
foreign assets control at the Treasury Department.

An emboldening decision
The case before the federal court required it “to deter-
mine which party receives the benefit of having its 
cake and eating it, too,” wrote Judge Jane Boyle in her 
opinion siding with Exxon. Back in 2014, President 
Barack Obama issued two executive orders on activi-
ties in Ukraine that allowed the Treasury Department 
to “block” the property of certain individuals with ties 
to the Russian government. Later, the White House 
issued a fact sheet about the sanctions that explained 
its focus was on individuals and their personal assets 
rather on than on companies those individuals might 
happen to manage on behalf of Russia.

One of the individuals designated by the U.S. 
Treasury Department was Igor Sechin, who was the 
president and chairman of the management board 
of Rosneft, a leading petroleum company in Russia. 
When announcing the designation of Sechin, the 
Treasury Department specifically noted his compa-
ny was not being sanctioned.

Exxon had done business with Rosneft for some 
two decades, explained Boyle. After Sechin became 
a “specially designated national,” or SDN, subject to 
sanction, Exxon continued to do business with his 
company. In his capacity as Rosneft’s representative, 
Sechin signed a number of contracts with Exxon on 
behalf of his company. In 2014, OFAC imposed a civil 
penalty of $2 million on Exxon, and Exxon filed suit 
challenging that decision.

“The court did not dispute OFAC’s position that 
dealing with a specially designated national, even in 
his or her official capacity as a company officer, could 
be prohibited,” observed Jeremy Zucker, a partner at 
the law firm Dechert and co-chair of its Internation-

al Trade and Government Regulation practice. “The 
court only said that if OFAC assumes that interpreta-
tion, OFAC needs to say so clearly in advance.”

Money and politics
Given the somewhat confusing situation in the 
Ukraine-Rosneft-Sechin matter, one might won-
der why the U.S. Treasury Department sanctioned 
Sechin but not the company over which he presided, 
Rosneft. “Russia sanctions have always reflected a 
delicate balancing act between imposing signif-
icant pressure on the Kremlin without incurring 
enormous collateral damage,” observed Sean Kane, 
counsel at Dechert.

“Sechin was sanctioned because of his alleged 
connections to President Putin, but Rosneft is one of 
the world’s biggest oil companies,” Kane said. Pursu-
ing Rosneft would be “an order of magnitude larger 
than any other company the U.S. has blocked, and 
tightly woven into world energy markets.”

Greater regulatory clarity
Moving forward, the regulated community might 
wonder what other U.S. companies are supposed to 
do regarding SDNs who happen to be CEOs of compa-
nies. “Given that OFAC normally interprets its sanc-
tions reach very broadly to prohibit any dealing in 
any property in which a blocked person has any in-
terest of any nature whatsoever, there are always go-

“Russia sanctions have always 
reflected a delicate balancing 
act between imposing 
significant pressure on the 
Kremlin without incurring 
enormous collateral damage.”

Sean Kane, Counsel, Dechert
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ing to be grey areas at the edges of that reach,” Tuch-
band said. “Under the court’s decision, if OFAC wants 
to pursue enforcement actions at that outer edge, it 
should be sure it has clearly put the public on notice 
of its interpretation of what is prohibited activity.”

“And although the court appeared to look to pub-
lic statements of policy makers as well as FAQs that 
OFAC placed on its Website, the primary way of pro-
viding constructive notice to the regulated public is 
through regulations or notices published in the Fed-
eral Register,” Tuchband explained.

It may well be OFAC operates with a bit more spec-
ificity of its own in the future when defining the pa-
rameters of sanctions against any given individual. 
“Notwithstanding the incredible value of the guid-
ance OFAC provides on its website, each of OFAC’s 
sets of sanctions regulations contains a subpart 
with interpretive provisions, and that is where the 
public should be put on notice of the outer reaches of 
a prohibition,” Tuchband said.

Deals with SDNs
Still, U.S. companies might be interested in doing 
business with organizations helmed by specially 
designated individuals. “Going forward, U.S. persons 
must ensure they have no direct engagement” with 
these designees, said Cari Stinebower, a partner at 
the law firm Winston & Strawn. “This would include 
making sure the negotiating parties and signato-
ries—among others—are not specially designated 
nationals.”

While companies “need to avoid dealing with” 
SDNs “in any capacity,” at the same time, “it remains 

acceptable to engage with a company even when its 
CEO (or other senior officer) has been designated as 
a specially designated national, as long as dealing 
with the company does not involve dealing with the 
individual,” Zucker said.

“In the absence of a company itself being desig-
nated or 50 percent or more owned by one or more 
SDNs, a U.S. company is not prohibited from sign-
ing contracts with other non-designated individuals 
representing the company, but it will be safest to 
stay as far away from the designated CEO as possi-
ble,” Tuchband cautioned.

A lesson or two in pushing back
Ultimately, Exxon’s win in Texas is an “outlier,” al-
beit an encouraging one, Stinebower said. “It is im-
portant to be able to challenge an agency decision in 
order to keep the process rigorous,” she maintained.

“Greater transparency is also welcome—partic-
ularly where an agency operating in the national 
security and foreign policy realm prefers less trans-
parency in order to preserve flexibility,” Stinebower 
said.

Interestingly, Exxon’s win in Texas was not its 
only victory against government overreach in De-
cember. In a separate matter, a trial court in New 
York found in Exxon’s favor in a challenge brought by 
the New York Attorney General over Exxon’s public 
disclosures about climate change risk. Following 12 
days of trial and testimony from 18 witnesses, the 
court found the state attorney general had “failed to 
establish” the law had been violated in connection 
with Exxon’s disclosures. ■

“The court did not dispute OFAC’s position that dealing with a specially 
designated national, even in his or her official capacity as a company 
officer, could be prohibited. The court only said that if OFAC assumes 
that interpretation, OFAC needs to say so clearly in advance.”

Jeremy Zucker, Partner, Dechert
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Sanctions compliance officers should be on 
alert following several new sanctions des-
ignated by the U.S. Department of the Trea-

sury’s Office of Foreign Assets Control (OFAC) against 
Iran’s largest steel, aluminum, copper, and iron man-
ufacturers, as well as eight senior Iranian regime of-
ficials who are directly responsible for the regime’s 
violent acts.

In a press briefing held Jan. 10, Secretary of the 
Treasury Steven Mnuchin announced the imposi-
tion of new sanctions against “any individual own-
ing, operating, trading with, or assisting sectors of 
the Iranian economy, including construction, manu-
facturing, textiles, and mining.”

“And let me be clear: These will be both primary 
and secondary sanctions,” Mnuchin warned.

The sanctions were authorized under a new Exec-
utive Order (E.O.) issued by President Trump on Jan. 
10. The E.O. also allows for the designation of other 
sectors in the future as deemed appropriate.

Furthermore, the E.O. sanctions individuals who 
knowingly engage “in a significant transaction for 
the sale, supply, or transfer to or from Iran of sig-
nificant goods or services used in connection with” 
those sectors; and individuals who have “materially 
assisted, sponsored, or provided financial, material, 
or technological support for, or goods or services to 
or in support of” any person designated as an SDN 

OFAC designates sanctions 
against Iran metals industry

Several new sanctions levied by OFAC against Iran’s largest steel, 
aluminum, copper, and iron manufacturers may impart some 

warnings to CCOs. Jaclyn Jaeger reports.



e-Book8

“These sanctions will continue until the regime stops the funding of 
global terrorism and commits to never having nuclear weapons.” 

Steven Mnuchin, Secretary of the Treasury

under the E.O. or entities owned 50 percent or more 
by them.

With respect to any foreign financial institution, 
the Secretary of the Treasury may also “prohibit the 
opening, and prohibit or impose strict conditions on 
the maintaining, in the United States of a correspon-
dent account or a payable- through account by such 
foreign financial institution” that has “knowingly 
conducted or facilitated any significant financial 
transaction” involving activities targeted by the E.O.

Industry-based sanctions
The Treasury Department also designated 17 specif-
ic sanctions against Iran’s largest steel, aluminum, 
copper, and iron manufacturers, who collectively 
generate billions of dollars annually; Beijing-based 
Pamchel Trading Beijing and its Seychelles-based 
affiliate; and a Chinese vessel and vessel operator in-
volved in the purchase, sale, and transfer of Iranian 
metals products. “As a result of these actions, we will 
cut off billions of dollars of support to the Iranian re-
gime, and we will continue our enforcement of other 
entities,” Mnuchin said.

These new sanctions were authorized under E.O. 
13871, issued by President Trump on May 8, 2019. 
The E.O. also allows for the designation of other sec-
tors in the future as deemed appropriate. Announce-
ment of the new sanctions signals an increasingly 
aggressive stance against Iran’s steel and iron man-
ufacturers and the foreign firms who engage with 
them.

Individual sanctions
Thirdly, sanctions have been designated against 
eight senior Iranian officials who are directly re-
sponsible for the regime’s violence, both at home 

and abroad. Treasury’s action includes the designa-
tions of Ali Shamkhani, the secretary of Iran’s Su-
preme National Security Council; Mohammad Reza 
Ashtiani, the deputy chief of staff of Iranian armed 
forces; and Gholamreza Soleimani, the head of the 
Basij militia of the Islamic Revolutionary Guards 
Corps (IRGC). “These sanctions will continue until 
the regime stops the funding of global terrorism 
and commits to never having nuclear weapons,” 
Mnuchin said.

Sanctions compliance implications
All property and interests in property of these per-
sons that are in the United States or in the posses-
sion or control of U.S. persons must be blocked and 
reported to OFAC. OFAC’s regulations generally pro-
hibit all dealings by U.S. persons or within (or tran-
siting) the United States that involve any property or 
interests in property of blocked or designated per-
sons.

In addition, persons that engage in certain trans-
actions with these designated persons may them-
selves be exposed to sanctions. Furthermore, any 
foreign financial institution that knowingly con-
ducts or facilitates a significant transaction for or on 
behalf of these designated persons could be subject 
to U.S. correspondent or payable-through account 
sanctions.

For further guidance, sanctions compliance pro-
fessionals may turn to OFAC’s Website, which pro-
vides FAQs on sanctions compliance. This guidance 
addresses such questions as what due diligence 
steps to take in determining a valid OFAC match; 
how to start an OFAC compliance program; blocking 
and rejecting transactions; filing reports with OFAC; 
and more. ■
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The Department of Justice announced it has 
revised its policy regarding voluntary disclo-
sures of export control and sanctions viola-

tions, effective as of Dec. 13.
The Voluntary Self-Disclosure Policy builds on 

guidance the National Security Division (NSD) is-
sued in October 2016 and will be formally incorpo-
rated into the Justice Manual. Companies are en-
couraged to voluntarily self-disclose all potentially 
willful violations of the statutes implementing 
the U.S. government’s primary export control and 
sanctions regimes—the Arms Export Control Act, 
the Export Control Reform Act, and the Interna-
tional Emergency Economic Powers Act—directly 
to the NSD.

The revised policy differs from its predecessor 
guidance in three key ways:

 
Firstly, the policy clarifies the benefits avail-

able to companies that voluntarily disclose a vi-
olation, fully cooperate with the NSD, and timely 
and appropriately remediate. Absent aggravating 
factors, the revised policy states that “there is a pre-
sumption that the company will receive a non-pros-
ecution agreement and will not be assessed a fine.”

If aggravating circumstances warrant an en-
forcement action other than non-prosecution 
agreement, but the company satisfies all other cri-

teria, the policy states the Justice Department will 
recommend a fine at least 50 percent lower than 
what would otherwise be available under the alter-
native fine provision and will not require the im-
position of a monitor. The prior guidance did not 
provide a presumption of any kind and did not as-
sign any concrete benefits to companies that met 
certain criteria.

Secondly, the revised policy clarifies disclo-
sures of potentially willful conduct made to regu-
latory agencies, and not to the Justice Department, 
will not qualify for the benefits provided in the re-
vised policy.

Thirdly, the revised policy more closely resem-
bles existing and analogous guidance from the Jus-
tice Department “in an effort to standardize, to the 
extent possible, DOJ voluntary disclosure policies,” 
the agency said. Specifically, the definitions of “vol-
untary self-disclosure,” “full cooperation,” and “time-
ly and appropriate remediation” closely mirror those 
provided in the FCPA Corporate Enforcement Policy.

The policy applies only to export control and 
sanctions matters brought by the NSD’s Counterin-
telligence and Export Control Section. It does not, 
however, apply to any other section in the NSD and 
any other part of the Justice Department or any 
other agency. ■

DOJ revises sanctions 
enforcement policy

Newly revised guidance from the Department of Justice to its 
policy regarding voluntary disclosures of export control and 

sanctions violations differ from the old guidance in three key ways. 
Jaclyn Jaeger explores.
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Any executives thinking that a robust third-party screening process is solely the 
domain of financial institutions received a wake-up call with the publication of recent 
figures on U.S. Treasury sanctions enforcement.

Banks were the recipients of the heaviest penalties in 2019 for breaching U.S. Treasury Office of Foreign Assets 
Control (OFAC) sanctions — racking up penalties to the tune of more than US$1.2 billion.

However, 18 non-banking organizations were also subject to civil penalties, totaling around $16.5 million 
for breaching various sanction regimes. They included organizations in travel, oil services, insurance, and 
manufacturing, as well as the automotive, health and leisure sectors.

Failures in sanctions compliance
One company had to pay a civil penalty for its failure to identify a third party as being on the Specially Designated 
Nationals and Blocked Persons (SDN) list, having reportedly attributed the oversight to their screening tool’s failure 
to match the company’s name correctly.

Its matching engine did not recognize the sanctioned entity because it appeared in upper case in its own system, 
whereas it was on the OFAC SDN list with the standard corporate limited liability company suffix in lower case.

As this one example shows, poor matching technology can easily lead to failure in sanctions compliance.

U.S. Office of Foreign Assets Control civil penalties for breaching sanctions
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Getting the right name
Names are central to our identities and can be written in many different variations.

They are the vital data points in any financial compliance, anti-fraud, law enforcement, and identity verification.  
Yet, it can be very challenging to match names.

It is nearly impossible for a computer system to handle all name variations properly. Minor spelling and capitalization 
differences only scratch the surface of the complexity behind strong fuzzy name matching technology.

There’s also variable spacing, mis-ordered names, and what names look like when written in different languages  
to consider. Fuzzy name matching tools must be intelligent enough to be able to capture the right variations of  
a name. 

World-Check screening
Refinitiv’s World-Check research teams monitor and update over 700 sanctions, watch and enforcement lists,  
and include on the World-Check record any versions or variations of a name across languages and scripts,  
based on information captured from reputable sources.

At Refinitiv, we use new technologies combined with human expertise to deliver outstanding fit-for-purpose 
screening tools.

When combined with our trusted and quality data content we can help our clients to make informed business 
decisions and comply with their stringent regulatory obligations. 

Using a name matching tool
Refinitiv´s World-Check One uses an enhanced and robust matching tool provided by our technology partner 
Basis Technology. The tool helps drive operational efficiency during screening by identifying false negatives  
as well as false positives.

Take “ABC OOO” and “ABC o.o.o.”, for example. One is in upper case and the other a combination of lower case 
and punctuation within a name.

Using text analytics in our World-Check One matching engine produces a high matching score of 97.8 percent, 
immediately identifying the company as a strong match, and if associated to sanctions or other financial crime  
risk would be flagged for further scrutiny or resolution.
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Refinitiv is one of the world’s largest providers of financial markets data and infrastructure, serving over 40,000 institutions in approximately 190 countries. It provides leading 
data and insights, trading platforms and open data and technology platforms that connect a thriving global financial markets community – driving performance in trading, 
investment, wealth management, regulatory compliance, market data management, enterprise risk and fighting financial crime.

Refinitiv World-Check One Match strength

Unlike legacy matching tools that generate static lists of name variations, the World- Check One matching  
engine algorithm utilizes 13 main features which are specifically designed to widen the results pool, including:

• Comparing names based on linguistic, orthographic, and phonological algorithms. Identifying transliterations 
and spelling difference, nicknames, missing spaces and hyphens.

• Handling disorganized and messy data, inverted names, and names that are incorrectly glued together.
• Recognizing semantically similar names even across languages.
• Cross-language name search to find all variations of a person or entity name regardless of the language or 

script it is written in.

By offering more accuracy and a reduction in false positives during customer screening processes, Refinitiv  
can assist companies with their operational efficiency, help them to manage sanctions risk and meet their 
regulatory obligations.
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The U.S. Department of the Treasury’s Office 
of Foreign Assets Control announced it has 
added 18 individuals across six geographies 

to its Specially Designated Nationals list for their 
roles in serious human rights abuse.

These individuals are located in Burma, Pakistan, 
Libya, Slovakia, the Democratic Republic of the Congo, 
and South Sudan. Additionally, OFAC has designated 
six entities for being owned or controlled by one of the 
individuals in Slovakia. These six entities are Hotel 
Holding, S.R.O.; International Investment Develop-
ment Holding A.S.; International Investment Hotels 
Holding A.S.; Sprava A Inkaso Pohladavok, S.R.O.; 
Sprava A Inkaso Zmeniek, S.R.O.; and Tranz-Tel, A.S. 

OFAC designated these individuals and entities 
pursuant to Executive Order 13818, which builds 
upon and implements the Global Magnitsky Human 
Rights Accountability Act and targets perpetrators 
of serious human rights abuse and corruption.

“Treasury’s action focuses on those who have 

killed, or ordered the killing of innocents who stood 
up for human rights including journalists, opposi-
tion members, and lawyers,” said Deputy Secretary 
Justin Muzinich.

As a result, all property and interests in property 
of the individuals named above, and of any entities 
that are owned, directly or indirectly, 50 percent or 
more by them, individually, or with other designated 
persons, that are in the United States or in the posses-
sion or control of U.S. persons, are blocked and must 
be reported to OFAC. Unless authorized by a general or 
specific license issued by OFAC or otherwise exempt, 
OFAC’s regulations generally prohibit all transactions 
by U.S. persons or within (or transiting) the United 
States that involve any property or interests in proper-
ty of designated or otherwise blocked persons.
 More information about the individuals and en-
tities can be found at: https://www.treasury.gov/
resource-center/sanctions/OFAC-Enforcement/Pag-
es/20191210.aspx. ■

Treasury sanctions 18 for 
human rights abuses

Under the Global Magnitsky Human Rights Accountability Act, 
OFAC has added 18 individuals to its Specially Designated Nationals 

list for human rights abuses. Jaclyn Jaeger explores.

https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20191210.aspx
https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20191210.aspx
https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20191210.aspx
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Spike in OFAC sanctions 
poses compliance issues

Some firms might scramble to comply with more—and sometimes 
quickly shifting—sanctions requirements as the U.S. government 

chalks up record enforcement levels. Lori Tripoli has more.

The U.S. Treasury Department’s Office of For-
eign Assets Control (OFAC) has sanctioned 
almost 40 percent more entities compared 

to five years ago, according to research conducted 
by Accuity, a provider of financial crime screening, 
payments, and know-your-customer solutions. In 
contrast, the number of entities sanctioned by the 
United Kingdom, the European Union, and the Unit-
ed Nations has actually decreased since 2014. Sanc-
tions can involve asset freezes, restrictions on trade, 
and travel restrictions.

As the number of entities subject to sanctions has 
increased in the United States, so has enforcement 
activity against companies that allegedly violated 
those sanctions. In 2019 alone, OFAC has reached 
settlements with more than 20 organizations, yield-
ing almost $1.3 billion in penalties. Companies as 
varied as Apple, General Electric, Standard Chartered 
Bank, and e.l.f. Cosmetics have settled alleged sanc-
tions violations this year.

“The current regulatory momentum is creating 
new challenges for firms that shoulder the respon-
sibility for screening their customers and transac-
tions—and face hefty penalties for non-compliance,” 
said Saskia Rietbroek, executive director of the As-
sociation of Certified Sanctions Specialists, at the 
time Accuity’s findings were announced.

Quick changes in direction
Indeed, the need for organizations to be on top of 
OFAC’s sanctions list is exemplified by one recent 
example involving the quickly changing situation in 
Turkey. On Oct. 14, the United States blocked a num-
ber of entities in Turkey due to the Turkish govern-
ment’s military operations in Syria.

“The United States is holding the Turkish Govern-
ment accountable for escalating violence by Turkish 
forces, endangering innocent civilians, and desta-
bilizing the region,” said Treasury Secretary Steven 
Mnuchin at the time the block was announced.
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Nine days later, OFAC lifted those sanctions af-
ter Turkey agreed to a ceasefire in Syria. Transac-
tions involving property and interests in property 
that had been blocked on Oct. 14 became permis-
sible on Oct. 23.

The speed of change to entries on official sanc-
tions lists can be challenging for those responsible 
for sanctions compliance. “The frequency of change 
creates challenges for organizations responsible for 
conducting financial crime screening, necessitating 
access to refreshed lists and automated screening 
technology to eliminate gaps in coverage,” Accuity 
wrote in a statement.

Increased use of sanctions by U.S.
More than 8,900 entities were on OFAC’s sanctions list 
as of November, compared to just 2,147 sanctioned 
entities in the European Union, 2,126 in the United 
Kingdom, and 1,054 entities sanctioned by the Unit-
ed Nations. Between 2014 and 2019, U.S. sanctions 
increased by 39.3 percent, but the EU’s decreased by 
19.1 percent, the U.K.’s dropped by 17.5 percent, and 
the UN’s dipped by 5.8 percent, Accuity found.

The use of sanctions in the United States during 
the Trump administration increased by 34.6 percent, 
rising to 8,957 sanctioned entities in November of this 
year, up from 6,656 in January 2017 (the last month of 
the Obama administration), Accuity reported.

A more savvy OFAC?
At the same time, OFAC’s enforcement activity 
demonstrates that “no economic sector is beyond 
OFAC’s reach,” Accuity concluded. For instance, in 
2019, OFAC pursued offshore banking (settling 
with British Arab Commercial Bank, which does 
not have any offices or presence in the United 
States). Also this year, OFAC targeted an insuffi-
cient supply chain due diligence problem as shown 
in its settlement with e.l.f. Cosmetics, which got 
into hot water over false eyelash kits with materi-
als sourced from North Korea. In 2019, OFAC also 
focused on insufficient compliance oversight over 
foreign subsidiaries and acquisitions, as shown by 

Kollmorgen Corporation’s settlement on behalf of 
its Turkish affiliate, Accuity noted in materials pre-
pared for a recent press briefing.

“The numerous OFAC enforcement actions pub-
lished in 2019, affecting multiple sectors, show just 
how critical it is for financial institutions and cor-
porations to have an effective sanctions compliance 
process in place,” said Vincent Gaudel, a compliance 
expert at Accuity.

Unfortunately for compliance professionals, 
lists of sanctioned entities don’t tell the full sto-
ry of who is blocked. For instance, sanctions may 
also apply to other operations of a blocked entity 
if the entity owns or controls 50 percent or more 
of those operations. Sanctions might also apply 
to family members of individuals who have been 
sanctioned. Determining exactly who is included 
in more generic sanctions, such as that of a “gov-
ernment,” can also be daunting.

For example, Accuity noted, sanctions against the 
government of Venezuela include the government as 
well as political subdivisions, agencies, and instru-
mentalities, including the Central Bank of Venezuela 
and the state-owned energy company, Petroleos de 
Venezuela, S.A. Also included are people “controlled” 
by these entities and those who act for them.

OFAC’s enforcement decisions can be instructive 
as they reference OFAC’s Framework for Compliance, 
Accuity found. Under the framework, U.S. companies 
“can mitigate sanctions risk by conducting risk as-
sessments, and exercising caution when doing busi-
ness with entities that are affiliated with, or known 
to transact with, OFAC-sanctioned persons or jurisdic-
tions, or that otherwise pose high risks due to their 
joint ventures, affiliates, subsidiaries, customers, sup-
pliers, geographic location, or the products and ser-
vices they offer,” OFAC wrote in its Nov. 25 settlement 
with Apple.

Companies are required to report blocked or re-
jected transactions to OFAC. Nevertheless, “sanc-
tions compliance is not just about filling out gov-
ernment forms,” Rietbroek cautioned. “It is about 
criminal laws and potential 20-year prison terms.” ■
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